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The Problem

The Need

The Realty

= Requirements to make materials
accessible

= Reliance on third party tech
platforms

= 4,000+ postsecondary
institutions in the U.S.

= Majority of institutions have no
dedicated IT Accessibility staff

* So decisions & analyses often
done by novices or non-experts

= Systemically, assessments are
time intensive and redundant
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Shared Assessments Introduction

Campus IT environments are rapidly changing and the speed of cloud service adoption is increasing. Institutions looking for ways to do more
with less see cloud services as a good way to save resources. As campuses deploy or identify cloud services, they must ensure the cloud
services are appropriately assessed for managing the risks to the confidentiality, integrity and availability of sensitive institutional information
and the PII of constituents. Many campuses have established a cloud security assessment methodology and resources to review cloud services
for privacy and security controls. Other campuses don’t have sufficient resources to assess their cloud services in this manner. On the vendor
side, many cloud services providers spend significant time responding to the individualized security assessment requests made by campus
customers, often answering similar questions repeatedly. Both the provider and consumer of cloud services are wasting precious time creating,
responding, and reviewing such assessments.

The Higher ion C ity Vendor Toolkit (HECVAT) attempts to generalize higher education information security |
and data protections and issues for consistency and ease of use. Some institutions may have specific issues that must be addressed in additi

to the general questions sets provided in the toolkit. It is anticipated that the HECVAT will be revised over time to account for changes in

services provisioning and the information security and data protection needs of higher education institutions. |

The Higher Education Community Vendor Assessment Toolkit:

o Helps higher education institutions ensure that vendor services are appropriately assessed for security and privacy needs, including some t.iat
are unique to higher education

* Allows a consistent, easily-adopted methodology for campuses wishing to reduce costs through vendor services without increasing risks

e Reduces the burden that service providers face in responding to requests for security assessments from higher education institutions

» Introduction Instructions HECVAT - Lite | Vendor Response Analyst Report Analyst Reference Summary Report I
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"What is the HECVAT?

Higher Education Community Vendor Assessment Toolkit (HECVAT)

= A shared framework of questions to assess vendor products for IT Security &

Privacy

Adopted by hundreds of postsecondary institutions

Streamlines vendor processes because they can complete the assessment about
their product once & make it available in a database for any prospective customer

institution

Incorporates measures beyond technical standards in ~90 questions

The Toolkit is a spreadsheet with automated scoring & ability to supplement notes

There are ‘Lite’ and ‘full’ versions used for common assessments and those requiring
higher sensitivity like credit card processing systems — accessibility is in both
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Question
Development Methods

= Hundreds of higher ed accessibility
experts and practitioners reviewed,
shared submitted questions

= Voted on by IT Accessibility Community
Grou (CG) members

= 15 member working group discussed,
deliberated, and decided

= Selected questions refined for clarity
and continuity with the HECVAT core
team
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Areas of Accessibility Consideration
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Primary Conformance to Organizational User Experience,
Accessibility Accessibility Maturity Toward Support &
Contact Standards Accessibility Documentation

for Accessibility
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Product Conformance for Accessibility
Standards

Conformance to technical standards is critical using widely available reporting
formats. When products do not conform, available information about roadmaps is
useful to effectively plan for enterprise adoption.

= DOCU-12: Has a VPAT or ACR been created or updated for the product and
version under consideration within the past year?

= ITAC-O1: Has a third-party accessibility expert conducted an accessibility audit
of the most recent version of your product?

= ITAC-02: Do you have a documented and implemented process for verifying
accessibility conformance?

= ITAC-03: Have you adopted a technical or legal accessibility standard of
conformance for the product in question?

= ITAC-04: Can you provide a current, detailed accessibility roadmap with
delivery timelines
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Organizational Maturity Toward Accessibility

Enterprise customers need this understanding to determine if a
provider can maintain accessible products and close any gaps
that exist over time. Vendors that consistently release new
products features and then later "fix" accessibility undercut any
public commitment they may have to building inclusive
products.

= ITAC-05: Do you expect your staff to maintain a current skill
set in IT accessibility?

= ITAC-06: Do you have a documented and implemented
process for reporting and tracking accessibility issues?

= ITAC-07: Do you have documented processes and procedures
for implementing accessibility into your development
lifecycle?
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Accessibility via User Experience, Support,

and Documentation

Beyond Standards conformance, true accessibility is is determined
by the user experience. Also, if accessibility is dependent on settings,
themes or other restrictions it is important that be disclosed and

documented for institutional product owners.

= ITAC-08: Can all functions of the application or service be

performed using only the keyboard?

= ITAC-09: Does your product rely on activating a special
"accessibility mode," a "lite version," or accessing an alternate

interface for accessibility purposes?

= DOCU-13: Do you have documentation to support the accessibility

features of your product?
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Accessibility in the

HECVAT,
Explained

‘Asking the Right Questions
for Procuring Inclusive,
E Accessible Technology ’

. i.

By Kyle Shachmut in
EDUCAUSE Review (2021)

bit.ly/ER-accessibility-questions

As ung the Right Questions for
"¢ .aring Inclusive, Accessible
Technology

Kyle Shachmut Monday, October 25, 2021

Cybersecurity and Privacy, Diversity, Equity, and Inclusion (DEI)

16 min read

Consensus best practices for evaluating the accessibility of vendor products are now

incorporated into the HECVAT, a tool for product security, streamlining vendor risk assessment.

' le Chansom Pantip / Shutterstock.com © 2021
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HECVAT Accessibility

Contributors

Kyle Shachmut (Harvard University, IT
Accessibility CG Co-Chair)

Eudora Struble (Wake Forest University, IT
Accessibility CG Co-Chair)

IT Accessibility CG Co-Chair)
Mary Albert (Princeton University)
Jill Bateman (Ohio University)

Gwen A. Bostic (Western Michigan
University)

Jiatyan Chen (Stanford University)

Michael Cyr (University of Maine System,

Glenn Dausch (Stony Brook University
Laura Fathauer (Miami University [OH])
Greg Hanek (Indiana University)

Tania Heap (University of North Texas)
Lori Kressin (University of Virginia)
Carmen Schafer (University of Missouri)

Kate Tipton (California State University at
Northridge)

T.M. Weissenberger (University of lowa)
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'What’s Next for Accessibility and the HECVAT?

Roadmap

Feedback

Integrate greater privacy focus

Improve documentation &
supports for users

Investigate web platforms

Continue to receive and
incorporate community feedback

How have you used the HECVAT
or its questions at your school?

What questions are missing?
Should any be added or modified?

What would help gain adoption of
the HECVAT at your institution?
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"Questions &
Discussion
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